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Miracle worker?
The role of the DPO in the corporate data protection culture



DATA PROTECTION COMPLIANCE 
UNDER SCRUTINY

Accountability on the ground



WHY DOES IT MATTER FOR EUROPOL??

Data Protection = Fundamental right

Rule of Law = clearly defined legal frameworks

Europol = “legal highway” for information sharing

Europol processes a large amount of sensitive criminal
intelligence

Trust factor



DATA PROTECTION AND CORPORATE REPUTATION



THE MOST CONTROLLED AGENCY IN THE LE AREA?
SUPERVISION MODEL:



THE NATIONAL DIMENSION

National DPAs and Europol Cooperation Board



POLITICAL OVERSIGHT

Joint Parliamentary Scrutiny Group



ACCOUNTABILITY ON THE GROUND

➢ put in place appropriate technical organisational 
measures 

➢ demonstrate what was done and its effectiveness 
when requested

How can you assist your organisation to 
do it?



WHO IS ACCOUNTABLE?

What is the DPO role within the accountability principle?



DPO’S DON’TS

Don’t set the risk appetite

Don’t impose Governance, Risk and Control Processes

Don’t manage identified risks

Don’t take managerial decisions regarding proposed solutions

Don’t implement solutions on behalf of management

Don’t be responsible for project deliverables



THE EDPC.NET
COMPLIANCE SHOCKWAVES

Staff

EDPC

EDPC-C

DPF

Guiding Principles:

1. Controller/processor 
representation

2. Knowledge-based

3. Compliance efficiency

4. Data protection continuity



ORGANISATIONAL ACCOUNTABILITY

Data Controller

Executive Director

O Directorate

G Directorate

C Directorate

MB Functions



KNOW YOUR BUSINESS…

Inventory of processing operations

Assessment of risks

Data protection impact assessment

Prior consultation

Keep it documented!!

KNOW YOUR RISK!



RISK MANAGEMENT AND QUALITY & PROCESS MANAGEMENT



PRIOR CONSULTATION – ALWAYS A WIP



PERSONAL DATA BREACH

Insert them in a dedicated personal data breach register.

In case you assess a case and consider that there is no breach, document
your reasoning!

Keep it documented!! Always!



DATA SUBJECT ACCESS RIGHTS

Insert them in a dedicated data subject
access/rectification request register

Specifics of law enforcement

Document which exception is being used to restrict
any data subject right

Again… keep it documented!!



MONITORING COMPLIANCE



ALSO A REPORTING TOOL





EDEN

LAW

ENFORCEMENT

DPOS



FIND OUT MORE IN OUR E-MAGAZINE



WRAP UP – WHY DO WE NEED TO GET IT RIGHT?

Rights of the citizens

Potential failure of multi national investigations

Quality of the records used

Liability

Reputational damage
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