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How to move to 
Quantitative Risk Analysis
for

Enterprise Risk Management
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GRC v ERM/IRM
Governance, Risk and Compliance v Enterprise/Integrated Risk Management

Risk Managers with GRC system Everyone else with their methods

“Our organisation 
is not yet mature 

enough to go 
quantitative” 

“Management 
doesn’t listen to 

us” 



The end goal – build and preserve
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A richer way to 
describe risks
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Typical risk register approach
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Mitigations
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How can we manage the impact?
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The overall strategy



Putting numbers in

Pelican ERM system
www.vosesoftware.com

http://www.vosesoftware.com/


Risks are often interconnected

This control has not been checked in time. That jeopardises the management of three risks

1
2

3
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Getting 
quantitative

4 distributions



If you’re on LinkedIn …

More about the distributions Avoid common modelling mistakes



Bernoulli distribution - essential
Risks that can only occur once

1 = it happened

0 = it didn’t happen

Parameter = P(it happened)

Bernoulli(0.2)*10

IF(x>2, Bernoulli(0.8), 0)

Bernoulli( IF(x=1,p,q) )



Poisson distribution - essential
Risks that can occur multiple times

Parameter l = average # events in period

Simple to use:

• m events per year, t years: l = mt

• m events per year, probability p event -> consequence: l = mp

• P(0) = EXP(- l), P(>0) = 1-EXP(- l)



Crude Bit better Best

Better than a single value!

What are the:
• Minimum possible value - usually well known
• The most likely value - also usually well known
• ‘Maximum’ value – harder to say, P90 is more intuitive

Three-point estimates - essential
How large an impact might be



Discrete distribution - useful

Use for mutually exclusive scenarios, combining expert 
estimates and discrete variables (like how many bridges)
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Cyber risk



FAIR model is a very simple bowtie

FAIR Equivalent bowtie

𝑝 = න
𝑚𝑖𝑛

𝑚𝑎𝑥

𝑓𝑇 𝑥 1 − 𝐹𝑆(𝑥) 𝑑𝑥

Contact freq * 

Prob action

Abstract …



Full cybersecurity  analysis

Controls may 
not be working

Or not yet 
implemented

Consequences can 
be non-financial

Risks drive 
other risks
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An enterprise 
view of risk



Out with the old …
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Individual risk overview

• Consistent framework
• Scaled to entity
• Imposes corporate ethical 

standards

• Let’s one see, for example, the 
value of a cyber-security control 
against a H&S control



Multi Attribute Utility

Entity 
structure

$ Qualitative 
and 

quantitative

?



Strategic risk



Monitoring
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Thank you
Questions?


