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Putting numbers around risk

GRC/ERM/IRM v risk management

Risk Managers with GRC system Everyone else
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GRC v ERM/IRM

Governance, Risk and Compliance v Enterprise/Integrated Risk Management

Risk Managers with GRC system Everyone else with their methods

‘Our organisation ‘Management
IS not yet mature doesn't listen to
enough to go us”

quantitative”
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) Uncertainty

The end goal - build and preserve

Investment
decisions

Project schedule

Project finance

Strategies
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Typical risk register approach

Fire in
head
office

Fire in
head
office

Fire in
head
office

Fire in
head
office

Loss of
critical
database

Staff

endaniered

Business
disruption

Smoke/fire
repairs

vosSe

Putting numbers around risk



Which is just ..

Fire in
head
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Loss of
critical
database

Staff
endangered
H&S

Business
disruption

Smoke/fire
repairs

vosSe

Putting numbers around risk



And why might it happen?

Discarded
cigarette

Electrical
short circuit

Lightning
strike

Arson
attempt

\ 4

Fire in
head
office
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Discarded
cigarette

Electrical
short circuit

Lightning
strike

attempt
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Fire in
head
office

The problem we have to manage

Loss of
critical
database

endangered
H&S

Business
disruption

Smoke/fire

repairs
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How can we manage the impact?

Loss of
critical

Firein Schedule
head cloud
office backup

Fireproof
server room

database

Staff
endangered

Fire escape
routine
checks

Scheduled First aid
fire drill training

Business Business
disruption interruption
plan insurance

Business
disruption

Smoke/fire
repairs

Fire damage
insurance

Mitigations
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Discarded
cigarette

Electrical
short circuit

Lightning

strike

Arson
attempt
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at work
policy

Flammable

Smoke
detector
maintenance

moved far

from bldg.

Smoke

detector
maintenance

Electrical
system
maintenance

Lightning

conductor

maintenance

Building
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security

No entry with

flammable
materials
rule

Controls

How can we stop it happening?

Fire in
head
office
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The overall strategy

Discarded
cigarette

Electrical
short circuit

Lightning
strike

Arson attempt

Flammable Smoke
waste moved detector
far from bldg. maintenance

No smoking at
work policy

Smoke Electrical

Fire in head
office

Schedule Fireproof

detector system
maintenance maintenance

Lightning

conductor
maintenance

Building No entry with

flammable

securit .
¥ materials rule

cloud backup Server room

Scheduled fire First aid Fire escape
drill training routine checks

Business Business
disruption interruption

plan insurance

Fire damage

insurance
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Loss of critical

database

Staff
endangered

Business

disruption
8

Smoke/fire

repairs
8



Putting numbers In

Pelican

Pelican ERM system
wWWwWw.vosesoftware.com
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Isks are often interconnected
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This control has not been checked in time. That jeopardises the management of three risks
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If you're on Linkedin ...

More about the distributions Avoid common modelling mistakes

David Vose posted this LR David Vose posted this

.....

Comi -
-~ . - o -
e e — m— = m— - e— — =
= — ~= = ~ =, =

The 8 probability distributions EVERY risk analyst should know

Lavia Vose Linked

February 13, 2019

OO @ 1,190 - 50 Comments

El 14,668 views of your article
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Bernoulli distribution - essential
Risks that can only occur once

Bernoulli(0.2) Bernoulli(0.9)
09 1
0.8 09
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0.2 0.2
0.1 0.1
0 0 [ ]

0 1 0 1

0.6
0.5
0.4
0.3

Jacob Bernoulli

1 = it happened Bernoulli(0.2)*10
0 = it didn't happen IF(x>2, Bernoulli(0.8), 0)
Parameter = P(it happened) Bernoulli( IF(x=1,p,q) )




Poisson distribution - essential

Risks that can occur multiple times

0.7 A

06 A

0.5 A

04 A

0.3 A

0.2 A

01 A

Poisson(0.5)

04 4

0.35

0.3 1

0.25

0.2 1

015

0.1

0.05

Poisson(1)

0.25 4

0.2

015 -

01 +

0.05 A

Poisson(3)

Parameter A = average # events in period

Simple to use:

u events per year, t years: A = ut
L events per year, probability p event -> consequence: A = up
P(0) = EXP(- 1), P(>0) = 1-EXP(- 1)
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Probability (density)
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Three-point estimates - essential
How large an impact might be
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Triangle(2,4,9) PERT(2,4,9) ThreePointEstimate(2,4,6,0.9)
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Better than a single value!

What are the:

« Minimum possible value - usually well known

« The most likely value - also usually well known

« 'Maximum'’ value - harder to say, P90 is more intuitive



Discrete distribution - useful

Discrete( {x}, {p})

0.45
0.4
0.35
0.3

0.25
0.2
0.15
0.1
0.05 I
o [l
0 1 2 3

Use for mutually exclusive scenarios, combining expert
estimates and discrete variables (like how many bridges)

VOS
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und risk



WWW.vosesoftware.com



FAIR model is a very simple bowtie

FAIR

Loss Event
Frecuency

Ul Bl I Vulnerability
Frequency

Contact Probability Threat Resistance
Frequency of Action Capability Strength

. Loss Maanitude

\
l Sezondary Risk

Secondary Secondary
Loss Event Loss
Frequency Magnitude

I Primary Loss

Equivalent bowtie

vosSe
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Threat
capability
Threat event less than
Resistance
strength

0.7 / year 2%

: :

Contact freq "

Prob action

Abstract ..
Strength exceeds threat
0.06
0.04
0.02
0
20 40 60 80

—Threat —Strength

p=[  R@A-FE)B

min

RISK

0.6g events

100

100%
Primary loss
069 events
60%
Secondary loss
#1
0.41 events
10%

Secondary loss
#2

0.07 events



Full cybersecurity analysis
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Pelican

Controls may

Nnot

Orr
imp

be working

10t yet
lemented

ANALYTICS STRATEGY

BOWTIE RISK

Aitempted

183/ year

automated hack

INCIDENTS

OPPORTUNITIES

* MY ITEMS

SETTINGS
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New control
idea for 8R
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Loss of
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security lapse
by staff

5/ year

T data breach /
BN

006 / timespan

Bank process 1
(=12]

500 / year

commercial
documents

o7%

Loss of
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practice
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Interruption
to operations
whilst
recovering IT

Y
206 events

Lose contract
for IT
security
constlting

100%

GDPR
non-compliance

413 events

be non-financial

Risks drive

other risks
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Out with the old ..
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Individual risk overview O

Entity: Bradford Industries = ||Impact = All = || Type = Consequence = ||Show Top 30 = [ ] ConSiStent framework
« Scaled to entity
0 * |Imposes corporate ethical
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o © .
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FO | « Let's one see, for example, the
‘ P | value of a cyber-security control
e o iiee against a H&S control
¢ ° oo ¥
® o o 0
0.03 ® i ; i
e
0.01 '?i ®
® ®
0.003 b4
0.001

Mil Extr Wery Low Med Medium  Med High \n’erﬁ Extr Catast
Low Low Low High Hig High
| | | | | |

Financial ~ Strategic  Reputation  Delay  Health & Safety  Environmental damage




Multi Attribute Utility '

Pelican 9 @ David Vese:

Entities

Theeshold  Financial Health & Safety Reputation Stategic Emvironmentsl damage
. N P p—_—
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quantitative
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David Vose posted this “ew

Moving to a new kind of risk heat map

v High

Likelihood

Med | High | VHigh

Impact -

Moving to a new kind of risk heat map

d on Linkedln

December 18, 2019

[ Ry

El 7.677 views o
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Strategic risk

Pelican

6 Q David Vose

ANALYTICS STRATEGY QUICK RISK BOWTIE RISK INCIDENTS OPPORTUNITIES W MY ITEMS PROJECT RISK. REPORTS SETTINGS

Strategic overview Threats x
[t} Entity Owner Categary Contribution ~
1017 Bradford Medical Devices  Gillian Reeves Robust estimate [ 45.67% |
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Bradford Industries

Risk Breakdown by: Entity

Tuckec Home Appliances

Bradford Medical Devices

Managed Impact Score vs Potential Impact Score by Type

Delay Environmental damage Financial
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Barrier Ownership

PA Consulting: 38%

Vose Risk Consultants: 10%

Internal: 52%
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